Road Traffic

Management Corporation

Physical Address

Eco Origin Office Park, Block F
349 Witch-Hazel Street
Highveld Ext 79, 0157
Centurion, Gauteng

South Africa

Senior Network Security Engineer
Ref No. RTMC/RMI/SNSE/2020
Package: Negotiable

Purpose: The Senior Network Security Engineer is responsible for the daily monitoring,
device administration, management, security event correlation, audit log management,

access control, support, incident response, and call management of the Network.

Requirements: <Matric Certificate (NQF Level 4) <Bachelor's degree in Information
Technology or Equivalent (Essential) eHonours Degree in Information Technology or
Equivalent (Advantage) *Relevant industry security certifications (Essential) <Certified in

Cisco (Essential) 3 — 5 years’ experience in network security engineering.

The successful candidate must have the following attributes and competencies:

eAccountability and ethical conduct eQuality oriented <Judgment eDeadline-orientated
eAnalytical ability Task oriented ¢Results Driven eOrganisational values and quality

*Professionalism eAttention to Detail *Confidentiality Integrity

Duties: *Provide input to management into the functional plan of the department <Deliver
performance according to performance expectations to ensure value add to the business
*Share knowledge and expertise with team and stakeholders with the objective to add value
*Provide input into departmental reports to support decision-making sProvide input into
departmental budget to management «Support management with tracking of expenditure in
line with budget *Build and maintain healthy and sustainable relationships with stakeholders,
both internally and externally «Gather feedback from stakeholders to improve and optimise
service delivery eldentify issues and problems within allocated area and make
recommendations to implement changes eInvestigate and address problems in the most
appropriate manner <Provide updated reports in area of responsibility to Managers to
support decision-making <Ensure customers are able to provide feedback on team

performance <Deliver optimal customer service to customers that adds value to the business

Email: Info@rtmc.co.za Postal Address
Tel: (012) 999-5200 Private Bag X147
Fax: (012) 991-0371 Pretoria, 0001

The Road Traffic Management Corporation (RTMC)
is an Agency of The Department of Transport and a
Member of the United Nations Road Safety Collaboration
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and generates a low rate of complaints from customers <Deal with customer complaints
quickly and effectively *Ensure regular communication with customers eShare customer
feedback with team members to ensure customer service is improved *Establish networking
environment by designing system configuration, system installation, defining, documenting,
and enforcing system standards eDesign and implement new solutions and improving
resilience of the current environment eMaximise network performance by monitoring
performance, troubleshooting network problems and outages <Schedule upgrades and
collaborate with network architects on network optimisation <Undertake data network fault
investigations in local and wide area environments *Secure network system by implementing
and enforcing policies *Ensure compliance with access standards and monitor access
*Compile a report on any security breaches Configure, support and administer firewalls,
Virtual Private Networks and Security appliances in line with IT security policy eProvide
information and recommendations regarding network configurations and installations
*Design, setup and configure complex switching environments *Design, setup and configure
complex wireless networking that supports open or secured access and the ability to support
voice and video applications *Assist in the design of multi-server environments including IP
address schemes, DNS, WINS, Ether-Channel (Bonding), etc *Configure and install client
and server network software for upgrading and maintaining network eMaintain multi-site
network operations and software applications, operating systems and regular maintenance
with both private and public facilities *Configure routing and switching equipment and of
hosted IP voice services ¢Conduct work related to assigned projects and program
components to deliver services in accordance with established objectives ¢Provide remote
support to of on-site engineers and end users/customers during installation ¢Remote
troubleshooting and fault finding if issues occur upon initial installation sLiaise with project
management team, other 3rd line engineers and service desk engineers on a regular basis
*Respond to enquiries from staff, administrators, service providers and site personnel and
outside vendors to provide technical assistance and support *Remain up to date with
relevant market trends and incorporate information into your work to add value *Ensure that

opportunities are taken on with a “can-do attitude” and with a focus on continuous learning

To apply please submit a letter of application (no prescribed template), accompanied by a
recent Curriculum Vitae as well as certified copies of qualifications, identity document and
driving license. Applications must be forwarded via  email to:

rtmc@miltonresourcing.co.za. Candidates are requested to clearly indicate the

reference number for the position they are applying for on the email. Candidates
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should also note that detailed information on the jobs is available on the RTMC

website under vacancies.
NB: Persons with disabilities are encouraged to apply

The RTMC reserves the right not to make an appointment. Due to the large number of
applications we envisage receiving, applications will not be acknowledged. If you have not
received any response from us within 3 months, please consider your application

unsuccessful.

Enquiries: Ms. N Thobela (012) 999 5200
Closing date: 10 November 2020 at 16:30 J/

NB: No late applications will be accepted. /%y
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